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Architecting the Frontier Firm

A master blueprint for deploying,
governing, and measuring Al agents
at scale, based on Microsoft's
internal transition to a human-led,
agent-operated enterprise.




The Path to the Frontier Firm:
Microsoft's Roadmap for Al Agent Deployment

STAGE 1 & 2: AWARENESS
AND ACTIVE PILOTS

Establish governance foundations

and launch targeted pilot projects to

build internal skilling momentum.

THE FRONTIER FIRM OPERATING MODEL

PATTERN 1:
HUMAN WITH ASSISTANT

Employees use Al tools (like
Copilot) to enhance personal
productivity and efficiency.

PATTERN 2:
HUMAN-AGENT TEAMS

Agents act as “digital colleagues,” Humans set strategic direction while
executing specific tasks independently agents autonomously execute and

under direct human instruction.

STAGE 5: AGENTIC BUSINESS
TRANSFORMATION

Shift to “Fix, Hack, Learn” cultures
where humans lead teams of
autonomous agents.

STAGE 3 & 4:
OPERATIONALIZE AND ADOPT

Scale Al into production workflows
while embedding rigorous impact
tracking and accountability metrics.

AGENT TIER: SCOPE & GOVERNANCE

PATTERN 3: HUMAN-LED, Individual tasks; low friction/risk;
AGENT-OPERATED O PERSONAL operates within a single user's
Cp permissions.
Departmental workflows; built via
TBEl‘J\ngESS Copiiot Studio; shared within a
( ) secure team context.

Large-scale services; centrally
governed; integrated with authori-
tative enterprise data systems.

report on entire processes.




The enterprise transitions from passive Al
assistance to autonomous agentic teams

&
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Human with assistant

Employees build an AI habit using tools
like Microsoft 365 Copilot. AI provides
basic information retrieval and
foundational task assistance.

Human-agent teams

Agents join teams as digital
colleagues, taking on specific tasks
under human direction.

Human-led, agent-operated

The Frontier Firm state. Humans set
strategic direction; multi-agent systems
autonomously run entire business
processes, reporting progress and
checking in for audits.




Enterprise Al maturity requires navigating five
distinct stages of escalating complexity

Active Pilots
& Skilling

Awareness &
Foundation

Operationalize
& Govern

Enterprise
Adoption

Execute Launch targeted Deploy solutions Embed Al into Offload routine
architectural reviews, pilots (e.g., support into core workflows. every new project. tasks to autonomous
set a bold vision, chatbots), upskill Establish a Data Establish rigorous agents. Embed
establish an Al via hackathons, Council for Al- impact tracking continuous
Center of Excellence and identify ready assets and (time/cost savings) improvement loops /
(CoE), and define high-impact formalize ML with continuous (e.g., Fix, Hack, Learn /
Responsible Al big bets. Ops pipelines. executive weeks) to orchestrate /£

principles. review. collaboration.

Awareness & Foundation | Operationalize & Govern Agentic Al
Execute architectural reviews, set a Deploy solutions into core Offload routine tasks to autonomous
bold vision, establish an AI Center of | workflows. Establish a Data Council agents. Embed continuous improvement
Excellence (CoE), and define for Al-ready assets and loops (e.g., Fix, Hack, Learn weeks) to
Responsible Al principles. | formalize ML Ops pipelines. orchestrate human-AI collaboration.




Managing agent sprawl demands a tiered approach based

on scope, builder, and risk

Scope

Risk Level

Builder Type

Governance

Personal Agents

Individual user (automating
personal tasks)

Team (Business) Agents

Departmental workflows (e.g.,
routing expense approvals)

Enterprise Agents

Organizational scale
(integrated with authoritative
core systems)

Low (operates within a
single user’s existing
permissions)

Medium (operates in secure,
policy-governed
environments)

High (can transform/write
data outside origins)

Non-developer (built via
Microsoft 365 Copilot Agent
Builder)

Low-code maker (built via
Copilot Studio)

Professional Developer
(Pro-code tools / Azure
OpenAl)

Self-serve creation; no
proactive IT review required

Environment strategy manages
data connectors; initial sharing
limits apply until reviewed

Centralized oversight; requires
full security, privacy, and
Responsible Al reviews




Eight core IT services form the structural foundation
for agent-driven enterprise operations
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Strategic Objectives

IT shifts from technology
enabler to business
strateqgy architect.

Agentic Capabilities

Providing development
sandboxes and secure
graduation paths for agents.

Al Architecture

Designing probabilistic
systems with confidence
thresholds and fallback logic.
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Data Integration

Breaking down silos to build
API-driven Al Ready data
access layers.

Governance & Ethics

Enforcing compliance,
managing agent lifecycles, and
ensuring Responsible Al.
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Training
Providing centralized,
authoritative repositories for

agent development education.

Change Management

Guiding workforce adaptation
using frameworks like
Prosci ADKAR.
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Measurement

Tracking KPIs across
adoption, efficiency, and
business performance.




A robust data and governance foundation is the
non-negotiable prerequisite for agentic scaling

Autonomous Agentic Al

Agents that can confidently
take action, execute workflows,
and access APIs, built securely
upon trusted grounding content.

Data Hygiene I
Foundation

Authoritative, clean,
deduplicated data.
Establishing proper data
labeling, hygiene, and
well-managed permissions.
No Al without data.

The Governance Matrix

Risk-based assessments
determining which data
sources agents can extract
from. Mitigating the risk
of data over-exposure.




Risk-based governance applies proportional oversight
to personal, team, and enterprise builders

| Knowledge-Only Agents Enterprise Workflow Agents

Trigger: Employee uses
Agent Builder in M365
Copilot.

Trigger: Pro Developer
uses custom APIsand =~
Azure OpenAl models. =

g2

Scope: Accesses only pre-approved

graph connectors and existing

SharePoint/OneDrive permissions.
&b Cannot take external actions.

Scope: Capable of -
transforming or writing
@ data outside original
' |j sources.

Outcome: Zero IT
proactive gating
required. IT honors
reactive takedowns only.

Mandatory reviews

for Security, Privacy, . ©

Accessibility, and = f\ []
Maker Stack environment. L?J




Centralizing observability via Agent 365 provides

deterministic control over the agent ecosystem

The Registry

Complete enterprise visibility. A
centralized store for discovering and
tracking all active agents to prevent
redundant builds and mitigate sprawl.

Visualization & Telemetry

The observability layer. Tracks

| performance, speed, and quality to
assess ROI. Incorporates role-specific
oversight and audit logs.

| Security & Posture

Intelligent runtime defense. Provides
compliance tracking, risk-profile
evaluations, and quarantine capabilitie
for non-compliant agents. s|

Interoperability
Open architecture connecting

icrosoft-built ecosystems with third-
party partner tools and data platforms.




Targeted change management channels builders into
secure, role-appropriate creation pathways

‘ Employee Ideation I

The Citizen Builder Path

The Professional Developer Path
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Goal: Tranfbrm enterprise
workflows at scale.

Goal: Normalize experimentation
and reduce fear.

Tactic: Deploy Copilot Builder
Champs (peer leaders via Viva
Engage) to share real-world

use cases.
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Tactic: Capture high-value use
cases by mapping pain points,
then empower interdisciplinary
teams to build pro-code agents.
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Action: Funnel users toward Action: Establish feedback loops
existing agent catalogs first, - ) | : via telemetry to optimize human-
then to simple, no-code Agent — ={ Al workflows, transitioning

Builders if no solution exists. employees into agent bosses.




Event-driven skilling platforms transform passive users into confident agent creators

Advanced
Building

Simple
Building

l
|
[ Al Mindset | Introduction |, Discovery

Establish the concept Define basic agentic Build the crucial habit Hands-on lab Deep-dive into Copilot
of the Frontier Firm. principles. Clarify the of searching the environments for creating Studio for designing,
Move from a passive [ boundary between enterprise agent catalog |- read-only declarative connecting, testing,
assistant mindset to an human judgment and before building, miti W?atmg agents in Copilot Chat and publishing
active delegation mindset. machine intelligence. dupllcate spra and SharePoint. higher-power agents.
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Al-driven support resolves routine issues to keep

human intervention focused on edge cases

> User Education Backstops !
Robust, self-serve hubs (e.g., Agent Builders SharePoint hub) fill remaining knowledge gaps.

» Al-Driven Support (e.g., Ask MICA)

Intelligent compliance agents evaluate risk profiles, automate
architecture reviews, and check Responsible Al standards instantly.

Embedded Governance

Publishing tools incorporate automated guardrails and
guidance out-of-the-box. Agents are largely self-governing.

Human Subject

Matter Experts

IT staff handles only
complex edge-cases and
high-risk security evaluations.



Agentic value extends beyond usage metrics to six
pact

distinct dimensions of business 1in

Revenue
Impact

- Increased sales
- Better targeting
- Higher deal velocity

Productivity &
Efficiency

- Increased throughput
- Process optimization

- Tasks automated without
quality reduction

Y

Security
& Risk

Vulnerability detection
Prevention of data incidents
Adherence to Responsible AI

OO Employee &
N Customer
Experience
- Improved engagement scores
- Higher satisfaction
- Reduced burnout

LD Quality
\ o f Improvement

- Higher confidence in code quality
- Accuracy of outputs
- Fewer errors

Cost Savings

Operational efficiencies
Refined resource allocation
Future cost avoidance




A continuous improvement cycle turns agent performance
data into actionable product evolution
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Plan (Define)

Adjust (Action)

Form hypotheses.
| Articulate specific

measures, targets, and
establish baselines
before deployment.

Build a publishing rhythm,
track trends, and feed
recommendations directly
back into agent ideation
and architecture.
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Check (Measure)

[VDo (Implement)

Deploy the AI investment
with impact tracking
engineered into the
product design from

day one.

Capture telemetry.
Embrace the red view

underperformance not as
failure, but as critical
diagnostic data.




The Frontier Firm operates as a synchronized
ecosystem of seven interconnected enablers

7 @ Executive Sponsorship-‘

Continuous r :
Improvement Q Steering committees Responsible AI

driving prioritization.

Dynamic Kaizen funnels

Ethical design and risk
updating the AI roadmap.

mitigation.

N\~ — 2
70 ange . . o .
Management g:[} <_ Frontier = Data Foundation
Behavioral shifts via \ : Clean, labeled, API-ready

k Launchpads and Champions. architecture.
\§ - %

m Accountability

r @) Accountability %@ Talent & Skills

Clear impact tracking Clear impact trackin AI-literate workforce
and KPIs. and KpIs? : and pro-code builders.




IT leaders must transition from service providers
to architects of the agentic enterprise

r1 . Prepare the data estate for

- ] i
= 517 agentic workloads.
Agents represent the most 2. Implement probabilistic,
significant technological change | confidence-based architecture.
since the shift to the cloud. . - _
Passive IT risks being sidelined, .| 3. Actively participate in workforce
leading to fragmented user ;;;3;5 transformation and continuous
/|| experiences and security ‘| ~ measurement.
|| vulnerabilities. 7
= Ec The future of work is not a

destination it is an engineered,
continuous evolution.




